Abstract. In recent years, with the continuous development of technologies, people's dependence on smartphones is growing increasingly. Excessive dependence is causing a considerable number of people to face potential accidents and injuries on account of the use of mobile phones. Based on above considerations, this paper gives defines dangerous context, using context-aware technology to study the accident prevention methods in the process of using mobile phones, and the research involves three parts: human behavior awareness, spatial location awareness, and interaction mode awareness.
Introduction
With the maturity and popularity of emerging technologies such as ubiquitous computing, social networking, and the mobile Internet, a large number of new things have emerged, and smartphones are one of them. The rapid development of hardware technology has allowed smartphones to have the same capability of computing and storage as the computers of the beginning of this century. Smartphones not only perform as a communication tool but also gradually become an intelligent terminal combining sensing, computing and communication capabilities.
In this context, a wide variety of mobile applications continue to show up in people's daily lives and work. The user's excessive reliance on smartphones has caused the appearance of a new term, the "phubber" -the word which is used to describe a group of people who use their smartphones, tablet computers or other mobile devices with their heads down for a long time. This phenomenon is common in our daily life. For example, people nowadays often use mobile phones to browse information while having meals. What is worse, the same situation often occurs on the roads or crosswalks that are more prone to happen traffic accidents, and the appearance of phubbers has been becoming a serious threat to the personal safety for both pedestrians and drivers. According to the World Health Organization's 2015 Road Safety Report [1] , since 2001, the number of deaths from road traffic accidents all over the globe has been continually on the rise. The growing phenomenon of phubbers is one of the leading causes. For this social problem, required to be solved urgently, several countries have implemented measures to address this issue, including manual monitoring, building infrastructure and completing the rules through legislation or other effective means, in order to have control on users' use of smart devices.
The purpose of this paper is to collect data of users through the embedded sensors of smartphones. Then by combining context-aware technology with other advanced technologies (such as machine learning), to judge whether users are having the risk of accidental injury during mobile phone use. After getting the results of judgments, the phones will take the protective measures, thereby effectively controlling the occurrence of the phenomenon of phubbers as well as reducing the loss of life and property caused by it.
Based on the previous researches and applications, we define the dangerous context in the mathematical form. Then we use more intelligent methods to recognize the behavior of the mobile phone users and consider the integrated context to distinguish whether the user is in a dangerous context. What is more, with this application, the phone could make the recognition itself, which could give the alert immediately to avoid potential danger, thus to protect the users effectively.
The rest of this paper is organized as follows. Section 2 introduces the related works toward this topic. Section 3 introduces the model and algorithms we propose for the research. Section 4 gives the experimental design and results in this paper. Section 5 briefly introduces the application we implement based on the theories. Moreover, section 6 concludes the work in this paper and introduce future work as well.
Related works
The concept of context awareness derives from the field of ubiquitous computing. Abowd et al. [2] published a paper in 1999 that gave a more general definition of context awareness, which defined it as the use of contextual information to provide relevant services or information to users (contextual information can usually be labeled using sensor data). Bangerter et al. [3] mentioned a new technique in the paper on network and device research about 5G technology, in order to provide users with higher quality services and experiences. The systems of 5G need to implement context awareness, based on the network, devices, applications, as well as the environment users locate in, using contextual information that can be perceived to provide users with personalized services. Shin et al. [4] proposed a pedestrian dead reckoning system (PDR) based on mobile phone location awareness algorithm, and the acceleration sensors in the mobile phone to estimate the user's step size and the number of steps.
Specifically, context-aware research and applications have covered multiple aspects. Josué Iglesias et al. [5] based on the motion acceleration and positioning information collected by sensors, proposed a mobile application for activity monitoring on mobile phones, which monitors users' behavior in real time. The application evaluates users' activities throughout the day and provides them the information about their level of movements, and it considers related privacy issues.
ChangKyun Jeon et al. [6] used context-aware technology to analyze the interaction between users and mobile devices over some time and to take effective measures to prevent mobile devices from overheating by obtaining user interaction status and current mobile phone applications in use. This method can be used to solve the problem of energy consumption in a dynamic way. J. Zaldivar et al. [7] developed an application for detecting traffic accidents and ensuring driving safety by using the interface provided by the smartphone (OBD-II), by judging the current situation of the driver and the vehicle. This application gives the detection of driving safety and automatically takes emergency measures when detecting the accident. Similarly, Bankar Sanket Anil et al. [8] also proposed a project, aiming to work as an intelligent detection and warning system when the vehicular accidents happen. Fabio Martinelli et al. [9] designed and developed a context-aware mobile application consisting of a secondary system of driver situation analysis and alarm information to prevent traffic accidents. Besides, context-aware technology was widely used in encryption application design to protect user privacy [10] , to prevent data loss in cloud storage services [11] , and to provide intelligent control of smart life and home design [12] and other applications.
The primary research of this paper is based on context-aware technology and the prevention of accidental injury during the use of mobile phones. The main question to be answered is whether the user is in a dangerous situation caused by the use of mobile phones. If so, the intervention will be required. In this paper, we divide the solution to the whole problem into three sub-problems, namely human behavior awareness sub-problem, spatial location awareness sub-problem and interaction mode awareness sub-problem. By solving sub-problems then utilizing the output of sub-problems, we can determine whether the mobile phone holder is in a dangerous situation, and to increase the credibility for the specific situations and causes during the problem-solving. The purpose of the research is to prevent possible accidental damage caused by the use of mobile phones based on context-aware technology, thereby reducing the loss of life and property.
Model & Algorithm
In this part, we will give our definition and model designed for solving the problem, as well as the algorithm we implement for the three sub-problems. Specifically, this part includes the process of data collection and data preprocessing, the design and implementation of the algorithms, the integration of algorithms, and the complexity analysis.
Definition and modeling of the dangerous situation
Before the awareness and recognition of the dangerous situation, the dangerous situational awareness and recognition process should be modeled first. Taking human behavior, the interaction between the user and the mobile phone, and the spatial location of the user into consideration, we mathematically define the dangerous situation recognition process as equation (1) .
In this definition, C (Context) is a continuous variable indicating the output of the dangerous situation recognition model. When the value of C is greater than a specific threshold D0, we consider that the user is in a dangerous situation, and the set is D (Danger). behavior, space, and time respectively represent the output of three sub-problems. behavior represents the atomic behavior of the phone holder, such as standing, walking, riding, driving, riding, and so on. space represents the current spatial location information of the phone holder, such as crossroads, crosswalks, and so on. time indicates the possibility that the phone holder is currently interacting with the phone. That is, the dangerous situation recognition model accepts the above three parameters as model input, and outputs the possibility that the mobile phone holder is currently in a dangerous situation. The research on the accident prevention method based on context-aware mobile phone use is the solution to the dangerous situation recognition model.
After converting the output of the three sub-models into continuous random variables, we further define the dangerous situation recognition model in the form as equation (2) and (3). C = behavior * space * time .
(2)
The output of the dangerous situation recognition model is defined as the product of the output results of the three sub-models. For the level of danger, the value depends on the relationship between the output C of the dangerous situation recognition model and the threshold D0. When the value of the level increases, we may increase the corresponding warning level, such as pop-up dialog reminder, phone vibration, forced lock screen, and so on.
In order to determine the threshold D0, this paper conducts experiments under different mobile phone usage states and uses the K-Means for one-dimensional clustering to determine the parameter D0 by using the results of the dangerous situation recognition model in various states. In order to compare the output values of the dangerous situation recognition model corresponding to the three sub-questions, the final threshold D0 is set to 48476. Based on this threshold, the results of the dangerous situation recognition are verified by manual labeling. The accuracy of the recognition model is 96.63%, the recall rate is 87.76%, and the F1 value is 91.98%. Overall, the model has a good recognition effect on dangerous situations.
Based on the above formal definition of the dangerous situation recognition model, one of the conditions for the typical dangerous situation d∈C is as follows: Because although the user interacts with the mobile phone and is in an accident-prone location, it is in a state of taking a ride instead of driving a car, so it will not be recognized as a dangerous situation, and other dangerous situations or nondangerous situations are the same.
Human behavior recognition algorithm
The awareness of the atomic human behavior of mobile phone holders is an important sub-problem of dangerous situation recognition. The behavior of the phone holder and the location of the phone will reflect whether the user is using the phone or not.
Data collection. The human activity data used in this paper is collected from the Android smartphone Nexus 5X. The Android sensor coordinate system is fixed relative to the mobile phone. The location and direction of the mobile phone will affect the distribution of specific sensor data. Therefore, it is necessary to collect data from different placed states of mobile phones. For each piece of data collected, the types of data collected include the time stamp, three-axis acceleration, three-axis angular acceleration, threeaxis gravitational acceleration, latitude, and longitude information, and a total of 400,000 human behavior data including 32 behavioral tags were collected.
Atomic human behavior category coding. The atomic human behavior that this article focuses on consists of human behavior, the location of the mobile phone holder and the direction in which the mobile phone holder holds the mobile phone, such as walking -with the mobile phone in hand (body side) -the mobile phone screen is facing toward the holder inside -the phone is facing down. Based on the above collection process, this paper finally determines 32 kinds of atomic human behavior categories and uses the form of one-hot encoding to encode the atomic human behavior classification. Its space overhead is equivalent to the digital encoding method, which is more space-saving than other text encoding methods. We can obtain the one-hot encoding in different group states by bit operation (and, or, shift, and so on) with extremely high efficiency. The information contains more information than the digital encoding, and the speed of obtaining the information is much higher than the text encoding. The state as described above, which is walking -with the mobile phone in hand (body side) -the mobile phone screen is facing toward the holder inside -the phone is facing down could be encoded in one-hot encoding as a sequence of 001000010000010000000001.
Data preprocessing. The original data is divided into several windows according to a certain length of time, and we perform feature extraction for each window. The predefined features include the mean of three-axis acceleration, the standard deviation of three-axis acceleration, mean of angular acceleration, the standard deviation of angular acceleration, mean of gravitational acceleration, the standard deviation of gravity acceleration and speed.
Algorithm design and implementation. The characteristics contained in a single record in the data set are all numeric types, that is, continuous random variables. Therefore, the decision tree model for human behavior perception is trained based on the CART algorithm. Two parameters, min_split_sample and min_gini_gain, are set at the same time to control the excessive growth of the decision tree and prevent the decision tree model from over-fitting the training set. min_split_sample represents the minimum number of samples in which the sub-nodes can continue to be divided. If the number of samples on the current node is less than this value, the node is directly used as the leaf node. After the node is divided, if the amount of decrease in the Gini index is less than min_gini_gain, then the node is directly used as the leaf node and no longer continues to be divided.
The random forest training could be carried out based on the above decision tree model, and the structure of random forest is controlled by setting two parameters n_trees (the number of decision trees in the random forest) and n_feature_used (the size of the feature subset used in training each decision tree). Each decision tree in a random forest can be considered as an available classifier. Assuming that the number of decision trees in a random forest is N, for instance (feature vector), input into a random forest, the N numbers of decision trees will have a classification for N times. Then, the classification results of N are generated. The random forest integrates the classification results of all decision tree classifiers and votes according to the classification results. The category with the highest number of votes will be used as the classification result of the random forest classification model. The main parameters we define for the algorithm are shown in Table 1 , and the pseudo code of the algorithm is shown as Algorithm 1 as follows. sub_training_set ← bootstrap sampling for training_set 8:
sub_feature_set ← randomly selecting a number of n_feature_used from feature_set 9:
sub_training_set ← mapping sub_training_set on sub_feature_set 10:
rf.append( tree_generate(sub_training_set, 2, 0, win_len, true) ) 11:
dt_trained ← dt_trained + 1 12: end while 13: return rf Complexity analysis. The time complexity of the human behavior-aware algorithm based on the random forest is mainly composed of the time complexity of the training decision tree. For each decision tree in the random forest, the training set used by the training set contains the minority of the non-repetitive samples compared with the original training set, but the size is consistent with the original training set. The size of the feature set used is fixed to the original feature set size as K, and the number of decision tree classifiers in the random forest is recorded as N, then the time complexity of the human behavior awareness based on the random forest algorithm is O(N*K|M||D| 2 log|D|).
Spatial position awareness algorithm
The location of the mobile phone holder has a certain correlation with the possibility of being in a dangerous situation. The primary purpose of perceiving the spatial position is to judge the extent to which the mobile phone holder is close to the area prone to accidental injury. Based on this background the area in this paper is defined as a traffic road.
Data format and pre-processing. Information about the current spatial location of the phone holder (namely latitude and longitude, longitude, and so on) is collected by the location sensor built in the smartphone and the location service provided by the LBS service provider, and the location of the phone holder is sampled at a relatively high frequency. At the same time, by using OpenStreetMap, we can get the road network information of the area where the phone holder is located. The spatial position of the phone holder at time t can be defined as equation (4).
In the definition t is the timestamp recorded by P, latitude is the latitude information, longitude is the longitude information, error is the precision information, represented in meter, and the smaller the error is, the higher the accuracy will be. When the spatial position of the mobile phone holder is periodically sampled at regular time intervals, the track of the spatial position changing can be obtained, and the spatial position changing the track of the mobile phone holder under N in sampling periods is defined as equation (5).
Moreover, for arbitrary value i ∈ 0,1,...,N-2, all exist Pi+1 * t -Pi * t = t0.
Algorithm design and implementation. The initial link candidate set initial_segments is calculated according to the initial link candidate set selection algorithm. Next, using the current position P of the mobile phone holder, the position trajectory T, and the initial road segment candidate set initial_segments, a candidate road segment set with the size of candidate_size is generated. Moreover, the reason for using the candidate road segment set as the output is that the position is dependent on the spatial position sensing algorithm based on the location point. The distance from the point to the road segment will largely depend on the accuracy of the position point P. When the accuracy of the single point positioning is low, positioning errors may occur. For this consideration, among the several distances calculated by the algorithm, the smallest road segment is used as a candidate. The main parameters we define for the algorithm are shown in Table 2 , and the trajectory-based spatial position sensing algorithm for candidate applications is shown as Algorithm 2. 
Complexity analysis. The time complexity of the determine_location_by_trajectory algorithm is O(K+L*|T|)
, where K is the size of the initial segment candidate set initial_segments, and L is the size of the set candidate_segments. The proximity_level is defined as the proximity of the phone holder to a section of the road and is positively related to the likelihood that the user is in a dangerous situation. Its value is calculated as follows:
For the evaluation of proximity_level, we use several parameters, including avg_distance, direction_matching, and segment_level. avg_distance represents the average distance between the phone holder's position track and the road segment. direction_matching refers to the matching degree between the phone holder's position track and the direction of the road segment. segment_level is the product of the holder's current position point and the absolute distance of the specific road segment and the accuracy information of the current position point.
Interaction mode awareness algorithm
The awareness of the interaction between the phone holder and the mobile phone is another basic sub-problem of dangerous situation recognition. The interaction mode between them can directly reflect whether it is in the process of using the mobile phone. The algorithm for the interaction mode awareness can be designed and carried out in two aspects: mobile event and APP usage information.
Awareness based on interaction with mobile phone events. Through the system-level API provided by the mobile operating system (Android), we can effectively capture mobile events, including tapping the screen, sliding on the screen, using the soft keyboard for input, and locking or unlocking the phone. At the same time, as the dangerous situation recognition and prevention needs to have good real-time performance, so the capture of touchscreen events on mobile phones is periodic. Specifically, we use ∆t to define the time interval of a cycle, using α t and respectively to indicate the number of touch events and the touch frequency captured during the time interval [t, t + ∆t] (i.e., within one cycle from time t), here we can have:
At the same time, considering that the user starts browsing after opening the page without further touch operation, by using the touch frequency in the previous cycle, we could adjust the touch frequency in the current cycle, which could be represented as equation (8).
Where w is the weight of the previous period touch frequency in the touch frequency correction value of this period (takes value in [0, 1)).
Besides, we can also capture the information of the phone holder's lock screen or unlock the screen by subscribing to the system broadcast to determine whether interactive mode awareness is required.
Interactive mode awareness based on mobile phone APP using information-assisted. Through the system-level API provided by the mobile operating system (Android), we can get the list of APPs currently used by the phone holder and the latest usage time of each app in the list. Based on this information, we define the APP usage status vector ⃗ in equation (9) .
Where N is the number of recently used apps by the phone holder recorded by the system, and indicates the timestamp of the last time the phone holder used the i-th app.
For the APP use state vector β t ⃗⃗⃗ at time t and the APP use state vector β t-Δt ⃗⃗⃗⃗⃗⃗⃗⃗ at time t -∆t, we can use two ways to describe the distance between vectors, and define them as d1 in (10) and d2 in (11) .
Among them, d1 represents the difference in dimension between APP usage state vectors at two moments, which means the difference in the number of APPs that the phone holder is using at two moments. d2 represents the difference in the same dimension on the APP usage state vector at two moments, which means the difference in the last use time of the same APP at two moments. By inputting the difference into the sign function and deforming it, the number of apps that changed in the last usage time is finally counted. The distance of the APP usage state vector between two adjacent moments to obtain the APP usage change information is defined by the sum of d1 and d2 in equation (12) .
In summary, we define the calculation of the interactive mode aware algorithm as equation (13).
Among them, the purpose of introducing a constant term b (a smaller number greater than 0) is to prevent the result of the other side from being eliminated when one of the two methods is 0, and subsequent experiments will be based on this definition.
Integration of algorithms
Based on the algorithm designed for the three sub-problems, we could integrate these algorithms as well as design the structure of the mobile application, which is shown in Figure 1 . The architecture of the research includes four layers, which are data sensing, dangerous context awareness and recognition, and the application layers. Each layer contains its function, and the algorithms are mainly integrated then used for context awareness and recognition. Our application is based on the architecture displayed in 
Experiments and analysis
Based on the model and algorithms we designed, we carried out different control experiments using the test data we collected, the implementation and the results are shown in this part.
The human behavior recognition algorithm
In the experiment of the random forest-based human behavior awareness algorithm, several sets of experiments were set for the parameters n_trees and n_feature_used. In the control experiment, 2/3 of the feature dataset was used as the training set, and 1/3 was used as the test set. Both the training set and the test set are sampled from the feature dataset to ensure that both the training set and the test set have the same data distribution as the feature dataset.
The experimental results of parameter n_trees are shown in Figure 2 and Table 3 for details. During the experiments, parameter n_feature_used was kept with 20 percent of the original feature set. Like the curve in the figure shows, with the increase of n_trees, the misclassification rate of the classification goes down. Random forest is a kind of integrated learning model, which could improve the overall classification accuracy by training n_trees number of different decision tree classifiers (different in most case), and integrating the classification results to get voted. The correlation curve of n_trees and the misclassification rate is following this characteristic. Similarly, Figure 3 and Table 4 shows the experiment results of n_feature_used, and this time n_trees was kept in the value of 30. In this paper, we define n_feature_used as the ratio of the size of the feature set used in training the decision tree in the random forest to that of the original feature set. As the curve shows, the misclassification rate goes up with the increase of n_feature_used. One of the merits of random forests model is that each decision tree uses different subsets of features randomly sampled from the original feature set for training. As a result, each decision tree classifier used in classification tends to use different attributes, and as n_feature_used increases, the probability of multiple decision tree classifiers in random forests using feature subsets with high repetition rate has increased, which further improves the performance of integrated multi-classification of random forest. According to the experimental results, n_trees=30 and n_feature_used = 0.2 were used as the preferred parameters of human behavior awareness model based on the random forest. Under these parameters, the model showed 96.47% accuracy on the test set. Due to the large number of classifications, we use the confusion matrix shown in Figure 4(a) to display the results.
At the same time, this paper compares the results of the random forest algorithm and the artificial neural network algorithm used in the implementation of the human behavior recognition algorithm. It contains 9 input layer neurons, 25 hidden layer neurons, and 32 output layer neurons. The learning rate is 0.05 and ReLU is used as the activation function, and we perform 400,000 times of training. The obtained recognition results are compared in the confusion matrix as shown in Figure 4(b) . Fig. 4(a) . The confusion matrix of the random forest classifier, the classifier performs well on the vast majority of the test data. Fig. 4(b) . The confusion matrix of the artificial neural network(ANN) classifier, though it has a good performance, yet it has more errors than the random forest classifier in general, and it demands more resources and time
As Figure 4 shows, the random forest and ANN classifier both have a reliable accuracy, and the former performs well generally. Since the application scenario of this paper is a smartphone, which has the characteristics of more precious computing resources, and because the random forest classification model has high accuracy and can effectively run on a large data set. Considering the accuracy as well as the resources and time factor, we use the random forest as the classification model to solve the human behavior recognition problem.
Spatial position awareness algorithm & Interaction mode awareness algorithm
By setting up a recording experiment to verify the effect of the spatial position sensing algorithm implemented in this chapter, the sampling frequency of the position trajectory of all mobile phone holders is set at 0.2 Hz. According to the evaluation method defined above, the highest matching degree of the current position trajectory of the mobile phone holder is 4481.2666.
Carrying out the second group and the third group of experiments in different situations, the highest matching degree of the user's current position trajectory are 2352.9992 and 14332.1282 respectively. The experimental results show that the algorithm implemented in this paper based on the current position of the mobile phone holder and the past data, as well as the historical position trajectory over some time, can effectively determine how close the mobile phone holder is to a specific road segment at this time. Figure 5 shows the experimental results of the interactive mode sensing algorithm when both w and b are set to 0.5 in equation (13). The experimental results show that the interactive mode sensing algorithm designed and implemented in this chapter can better judge whether the mobile phone holder is in the process of using the phone or not. the apps is the highest, followed by browsing web pages, not using the phone and when the phone is locked
Application
After designing and implementing the corresponding algorithms for the three sub-problems of dangerous situation identification, this chapter designs and implements the dangerous situation prevention system based on the dangerous situation recognition model and the sub-question model. Specifically, we complete the user management module and data acquisition module and the dangerous situation identification and prevention module. The functions of the dangerous situation prevention system design include user management, data collection and management, dangerous situation identification and prevention (including real-time identification of three sub-problems and prompting information according to the risk level, terminating the interaction or forced shutdown, and so on).
Conclusion and future work
This paper proposes a method and system for preventing accidental injuries during the use of mobile phones. The research is based on context-awareness, and we define the dangerous situation that mobile phone holders may come into when using the mobile phone from three aspects: human behavior, spatial location, and the interaction with the mobile phone. The paper also proposes the research methods of dangerous situation recognition and the dangerous situation recognition model. Based on this model, this paper implements a dangerous situation recognition and prevention system (Android application). For the study of dangerous situation identification and prevention, the follow-up work will be improved based on the following points. For the formal definition of dangerous situations, we will try to identify dangerous situations from more angles to further increase the accuracy of the dangerous situation identification results. Different dangerous situation level will be distinguished to better intervene in the user's use of mobile phones in dangerous situations. To make our research have practical significance, we will define more specific dangerous situations to match the situations in people's daily work and life, and further improve the dangerous situation identification prevention model. For human behavior awareness sub-problems, we will try to improve the definition and data collection of variables including behavior patterns, mobile phone position, mobile phone direction orientation and so on. For spatial location awareness sub-problems, we will try to define more dangerous areas besides traffic sections, as well as explore the research methods of whether the mobile phone holder is in a dangerous area. For the interactive mode awareness sub-question, much work will be done to judge whether the mobile phone holder is holding the mobile phone from more angles, such as the light intensity given by the light sensor, and whether the system is playing a sound an so forth.
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